










                                                                                                                                                                                                                         

based on OSS [5]. Research on characterising OSS 

migration initiatives has been performed [22]. They 

found that software migrations from proprietary to 

open source depend on organisational and contextual 

factors such as the IT resources accessibility, 

organisational climate, organisational complexity, 

political support, why the change is needed and the 

project leadership style. 

An overview of OSS migration and criteria for 

migration challenges has been presented [17]. He 

points out that organisations migrate to OSS from 

legacy systems because the legacy systems are 

difficult to integrate with the newer technologies. 

The OSS migrations can include: 

 Language or code migrations;  

 Operating systems migrations;  

 Data migrations;  

 User interface migrations;  

 Architecture migrations. 

 

8. Benefits of OSS vs. CSS – A          

Comparison 
 

Table 3 is a comparison of the benefits of OSS 

and Closed Source Software by different authors. 

This Table reveals that there are more profound 

benefits of OSS than for closed source software. 
 

Table 3. Comparing the Benefits of OSS and CSS 

Benefit / 

Characteristi

c 

Open 

Source 

Software 

(OSS) 

Closed 

Source 

Software 

(CSS) 

Author 

Reliability 
OSS has 

increased 

reliability 

over closed 

source 

software. 

The reason 

is that OSS 

is usually 

critically 

examined 

by many 

independent 

and 

enthusiastic 

developers 

during all its 

developmen

tal stages. 

The 

reliability of 

some closed 

source 

software is 

lower than 

that of OSS. 

The reason 

is that CSS 

is produced 

by a smaller 

number of 

developers 

who work 

against tight 

deadlines 

under much 

pressure. 

[43] 

[12] 

[13] 

 

 

 

Sense of 

Urgency 

There is 

little sense 

of urgency 

in OSS 

projects; 

there are 

little or no 

strict 

Due to 

stringent 

deadlines to 

be met, 

there is a 

sense of 

urgency of 

CSS 

[30] 

deadlines, 

and no 

hierarchical 

team 

structure in 

OSS 

developmen

ts. 

projects. 

There is a 

hierarchical 

team 

structure in 

closed 

source 

projects – 

the 

corporate 

world. 

Quality 
The quality 

of OSS is 

perceived to 

be higher 

than that of 

CSS. This is 

because 

many 

developers 

examine the 

software, 

facilitating 

the 

detection of 
errors. 

 

 

 

 

 

The quality 

of OSS 

products 

should be 

higher than 

for CSS if 

there is 

competition 

between 

them in the 
market 

 

 

Generally 

there are no 

formal 

inspections 

in the 

quality of 

OSS 

programs 

and no 

broad 

testing. 

There is 

little 

evidence to 

support 

rigorous 

measuremen

ts in OSS. 

CSS is 

perceived to 

have a 

lower 

quality than 

OSS. 

Developers 

outside the 

closed 

group 

cannot 

detect errors 

because the 

source code 

is generally 

not publicly 
available. 

 

 

Quality of 

CSS could 

be higher 

than quality 

of OSS if 

there is no 

competition 

in the 

market. 

 

 

There are 

formal 

inspections 

conducted 

in CSS 

projects as 

well as 

broad 

testing. 

Rigorous 

measuremen

t is 

performed 

in CSS 

imple-

mentations. 

[12] 

[32] 

[13]  

 

 

 

 

 

 

 

 

 

 

 

 

 

[46]  

 

 

 

 

 

 

 

 

[30] 



                                                                                                                                                                                                                         

Innovation & 

Flexibility 

OSS has 

more 

flexibility 

than CSS – 

source code 

is publicly 
available.  

 

By 

providing 

users with 

the freedom 

and 

flexibility, 

OSS enables 

innovation 

to modify 

the software 

without any 

restriction. 

CSS has 

less 

flexibility 

than OSS 

due to its 

code being 
closed. 

 

Users are 

not allowed 

to see the 

source code 

and this 

restricts 

innovation. 

But it 

facilitates 

the security 

and 

reliability of 

the 

software. 

They have 

targeted 

innovation 

that is 

business 

focused 

rather than 

technology 

focused. 

[12] 

  

 

 

 

 

 

[13]  

 

[8] 

Software 

Requirement

s 

Requiremen

ts are 

mostly 

absent in 

OSS 

projects. 

There is 

little 

systematic 

effort in 

addressing 

Capability 

Maturity 

Models 

(CMMs). 

There is 

also little 

evidence of 

using the 

Unified 

Modeling 

Language 

(UML) or 

any form of 

systematic 

modeling in 

OSS. 

Requiremen

ts are used 

in CSS 

projects. 

The 

Capability 

Maturity 

Model 

(CMM) is 

well 

addressed in 

CSS 

projects. 

Closed 

source 

projects 

make use of 

UML or 

other 

modeling 

techniques. 

[30] 

Vendor-Lock 

Ins 

There is no 

Vendor-

Lock In 

associated 

with OSS. 

The user is 

CSS is 

dependent 

on the 

Vendor. 

Therefore, 

there is 

[12]  

 

[13]  

independent 

of the 

vendor. 

vendor-lock 

in. 

Cost 
OSS tends 

to be free; 

and have 

low 

acquisition 

cost, except 

for having 

to pay for 

the media 

on which 

the software 

may be 

distributed 

(e.g. on a 
CD). 

 

 

 

 

 

The total 

cost of 

ownership 

may roughly 

be the same 

as for some 

closed 

source 

programs. 

Most CSS 

are not free 

and have a 

higher 

acquisition 

cost than 

OSS. 

However, in 

some 

situations 

closed 

source Total 

Cost of 

Ownership 

(TCO) is 

lower than 

that of open 
source. 

 

TCO for 

closed 

source and 

open source 

software 

could 

roughly be 

the same. 

[12]  

   [13]  

[59] 

[46]  

 

 

 

 

 

 

 

 

 

 

 

[8] 

Adherence to 

Standards 

The use of 

standards is 

limited to 

data formats 

like the 

Hypertext 

markup 

language 

(HTML), or 

the 

Extensible 

markup 

language 

(XML). 

Closed 

source 

projects 

normally 

adhere to 

most IT 

standards 

during 

implementat

ion. 

[30] 

Usability / 

Ease of code 

errors 

identification 

and problem 

solving 

Most OSS 

products 

offer code 

error 

reporting 

tools. These 

tools assist 

in the faster 

detection of 

errors and 

the rapid 

finding of 

solutions. 

 

 

Generally, it 

requires a 

much longer 

period to 

resolve 

errors in 

CSS, due to 

non-

availability 

of code 

error 

reporting 

tools. 

 

 

[59] 
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OSS usually 

lacks 

usability 

because it is 

developer-

centric. 

Ability to 

correct 

errors is 

limited to 

users with 

technical 

expertise. 

Closed 

source 

programs do 

not lack 

usability. 

They 

employ 

expert 

usability 

testing 

techniques 

and 

usability is 

ranked quite 

higher than 

in OSS. 

 

[8] 

 

[32] 

  

Operating 

Systems 

OSS 

products are 

supported 

with 

operating 

systems that 

surpass the 

operating 

systems that 

support CSS 

due to the 

availability 

of source 

code which 

can be 

altered. 

Users can 

adapt the 

OSS to their 

operating 

systems. 

The cost of 

such a 

diversity of 

operating 

systems 

tends to be 

higher in 

closed 

source 

systems due 

to their high 

developmen

t costs.   

It is more 

expensive to 

change the 

operating 

system 

source code 

of a CSS. 

Developme

nt costs are 

generally 

high. Users 

usually have 

to wait for a 

next release 

of the 

software. 

[59]  

Documen-

tation 

Most OSS 

projects are 

weak on 

document-
tation. 

 

 

 

OSS are not 

legally 

bound to 

produce 

document-

Most CSS 

projects 

produce 

manual and 

quality 

documentati

on. 

 

Closed 

source 

programs 

are legally 

required to 

supply 

[59] 

 

 

 

 

 

 

[13]  

tation such 

as manuals 

or guides. 

documentati

on such as 

user 

manuals, 

guides etc. 

Personali-

sation 

This is the 

degree to 

which 

developers 

are able to 

write 

applications 

in the way 

they want 

the 

application 

to look and 

are used.  

OSS 

developers 

use 

personali-

sation a lot 

in their 

work in 

order to 

change the 

look and 

feel of a 

product, so 

that it can 

integrate 

seamlessly 

with their 

working 

environment

. This 

enhances 

their 

efficiency 

and mood. 

CSS 

developers 

are 

generally 

not allowed 

to attach 

personalisati

on to their 

work. 

Company 

standards 

and policies 

have to be 

adhered to 

and CSS is 

designed to 

accommoda

te the 

generic 

software 

market. 

[59]  

Service and 

Product 

Support 

OSS 

products 

come with 

many 

learning 

materials 

obtainable 

from the 

developer’s 

site or other 

locations 

supporting 

the OSS 

product. 

Large 

community 

of users and 

developers 

support OSS 

products by 

designing 

tutorials and 

short 

articles on 

Closed 

source 

systems are 

supported 

by a support 

team and 

they usually 

make use of 

printed 

material or 

books which 

come at a 

cost. 

 

 

 

 

 

 

 

[59]  
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how the 

product 

should be 

used. 

 

User groups 

are available 

and support 

is delivered 

via forums 

and blogs. 

Issues may, 

or may not 

be resolved 

soon. 

 

Closed 

source 

programs 

have a high 

response 

service. 

Ongoing 

support is 

provided to 

the 

customer. 

Support to 

the users of 

CSS is 

arguably the 

greatest 

advantage 

of using 

CSS.  

 

 

[8] 

Plug-in 

functionality 

Is readily 

available for 

OSS 

products. 

OSS 

developers 

and users 

can extend 

the 

functionalit

y of their 

product by 

using Plug-

ins to write 

their own 

modules 

which can 

be 

integrated 

with the 

OSS 

product. 

It is more 

difficult to 

write Plug-

ins for 

Closed 

Source 

systems 

than OSS 

because 

documentati

on is not as 

rich as the 

OSS. The 

source code 

is also not 

readily 

available. 

[59]  

Highly 

specialised 

Applications 

OSS 

programs 

are less 

likely to be 

used to 

develop 

highly 

specialised 

applications.  

 

There is 

little 

evidence 

that formal 

specificatio

ns are used 

in OSS 

projects and 

this limits 

the use of 

OSS in 

CSS can be 

used 

effectively 

to develop 

highly 

specialised 

applications. 

 

Formal 

specificatio

ns are used 

in closed 

source 

projects and 

this 

enhances 

their use in 

safety-

critical 

software. 

[46]  

 

 

 

 

 

 

[30] 

safety-

critical 

software. 

Best-

practices 

Project 

Management 

PM 

practices are 

usually 

lacking in 

most OSS 

projects and 

this could 

undermine 

the 

product’s 

quality. 

 

 

Release 

managemen

t guidelines 

are informal 

in OSS and 

there are 

often 

version 

proliferation 

and 

implement-

ation issues. 

Most closed 

source 

projects use 

best-

practices 

project 

managemen

t techniques, 

all of which 

enhance a 

product’s 

quality. 

 

Most closed 

source 

projects 

follow 

release 

managemen

t guidelines. 

[46]  

 

 

 

 

 

 

 

 

 

 

[30] 

 

Discussion of Table 3 

The reliability of some CSS may be lower than 
that of OSS owing to fewer programmers that 
develop closed source software, working against tight 
deadlines and under a fair amount of pressure [12] 
[13] [43]. Closed source software is perceived to have 
a lower quality and lower flexibility than OSS due to 
the non-availability of the source code [12] [13] [32]. 
However there are arguments that CSS is of a higher 
quality than OSS, provided that there is no 
competition in the market [30] [46].  

Most CSS implementations make use of a 
modeling language like Unified Modeling Language 
(UML), as well as incorporating the Capability 
Maturity Model (CMM). In contrast, OSS 
implementations usually do not make use of any 
modeling techniques like UML; neither do they use 
the CMM [30]. 

The Total Cost of Ownership (TCO) of both OSS 
and closed source software are roughly the same [8]. 
Closed source programs do not lack usability, 
documentation or service/product support, whereas 
OSS programs usually lack usability and 
documentation [8] [30]. There is no vendor lock-in 
associated with OSS but closed source software is 
characterized by vendor lock-ins [12] [13]. 

According to Raghunathan, the comparisons of 
open source and closed source are not conclusive, or 
in a finer analysis are slightly in favour of open 
source [46]. This is also the view of Khanjani, 
namely, that OSS yield more benefits than CSS [32]. 
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More enthusiastic developers are involved in 
developing, testing and evaluating the code of OSS 
programs. 

 

9. Comparing OSS and CSS Security 
 

The importance of analyzing a whole OSS system 
when performing an extensive security investigation 
has been emphasised [20]. Such analyses include the 
application software, its source code, and the tools 
used for developing the object code. Examples are 
compilers, operating systems, hardware and the 
whole development environment.  

Different authors have different perceptions when 
they compared OSS security with that of CSS as 
shown in Table 4. The table reveals that the security 
of OSS is roughly of the same quality as that of a 
CSS system. 

 

Table 4. Comparing OSS and CSS Security 

Characteris

tic 

OSS 

security 

CSS 

security 
Author 

Publishing 

of Designs 

and 

Protocols 

OSS designs 

and 

protocols 

are 

published 

and these 

contribute to 

the security 

of the 

systems. 

This may 

reveal 

logical 

errors in the 

security of 

the system. 

Closed 

source 

designs and 

protocols 

are not 

published. 

[25] 

Finding and 

correcting 

security 

vulnerabilit

y 

It is easier 

to find and 

correct code 

errors in 

OSS than in 

CSS owing 

to the 

openness 

factor. 

Open and 

closed 

approaches 

to security 

are rather 

similar.  

Correcting 

errors in 

CSS is 

dependent 

on the 

programmin

g team that 

developed 

the program 

– the  source 

code is not 

publicly 

available. 

[10] 

Checking 

and Testing 

of code 

OSS users 

have the 

freedom to 

validate and 

test the code 

Because 

users do not 

have the 

choice to 

validate and 

[34] 

of the OSS 

product that 

they want to 

use so as to 

ascertain its 

quality and 

security. 

test the code 

in closed 

systems, the 

author 

stresses that 

OSS initial 

coding tends 

to be of a 

higher 

quality than 

CSS. 

Controlled 

Environmen

t 

Developme

nt 

OSS is often 

viewed as 

having 

security 

issues 

because 

OSS is not 

necessarily 

developed 

in a 

controlled 

environment

. 

CSS is 

perceived as 

being more 

secure 

because it is 

developed 

in a 

controlled 

environment 

by a 

concentrate

d team with 

a common 

direction. 

The source 

code may be 

viewed and 

edited only 

by this 

team. The 

software is 

comprehens

ively 

audited, 

eliminating 

the risk of 

back door 

Trojans and 

reducing the 

risk of code 

errors or 

other 

software 

issues. 

[8] 

Closeness or 

openness of 

software 

code – 

security 

through 

obscurity 

It is 

maintained 

that OSS 

improves 

software 

transparenc

y, security 

and 

trustworthin

ess because 

users and 

developers 

can validate 

an OSS 

program's 

functionalit

y and 

security, 

due to the 

availability 

The authors 

stress that 

the security 

of software 

is dependent 

on the user 

and not 

necessarily 

its 

closedness 

or openness. 

CSS can 

also be as 

secure as 

OSS. 

 

 

[20] 
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of its source 

code. 

 

They 

highlight 

that it is 

easier to 

correct bugs 

in OSS 

systems 

thereby 

enhancing 

the quality 

of code. 

This could 

also lead to 

the use of 

better 

project 

managemen

t and quality 

control. 

Open source 

users can 

independent

ly evaluate 

the security 

for 

themselves. 

The real 

exposure of 

the system 

can be 

assessed and 

the gap 

between 

perceived 

and actual 

exposure is 

diminished. 

 

 

 

 

CSS does 

not allow 

users of 

such 

software to 

evaluate its 

security for 

themselves. 

This does 

not allow 

users to 

easily 

discover 

weaknesses 

and 

'patching' is 

not possible 

by users. 

 

 

 

 

[25]  

Analysis of 

published 

vulnerabiliti

es 

There are no 

significant 

differences 

in terms of 

vulnerabilit

y severity 

found 

between 

open source 

and closed 

source. 

 

More and 

faster 

patches can 

be found in 

open source 

systems. 

Patches for 

open source 

systems are 

released 

The 

vulnerabilit

y severity 

found 

between 

open source 

and closed 

source are 

perceived to 

be the same.  

 

  

Patches for 

vulnerabiliti

es of closed 

systems are 

released 

weeks or 

months after 

the 

discovery of 

the 

[47] 

 

 

 

 

 

 

 

 

[25]  

 

 

 

 

 

faster than 

for closed 

source 

systems. 

 

 

 

Patch 

managemen

t is harder to 

coordinate 

in open 

source 

systems 

because 

OSS comes 

in many 

different 

versions. 

Patches will 

not be 

available for 

some 

distributions 

and they 

may be 

vulnerable 

to attacks 

while others 

are being 

patched. 

 

OSS 

products are 

more secure 

than CSS 

products. 

However, 

their general 

pattern of 

vulnerabilit

y detection 

is similar. 

vulnerabiliti

es and this 

increases 

the risk of 

using the 

system. 

 

The authors 

claim that it 

is easier to 

manage 

patches in a 

closed 

source 

system than 

in an open 

source 

system. 

 

 

 

 

 

 

 

 

 

 

CSS 

products are 

less secure 

than OSS 

products. 

 

 

 

 

 

 

[7] 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

[61] 

 

Discussion of Table 4 

Closed source designs and protocols are not 
published, whereas the OSS designs and protocols are 
published enhancing the security of OSS programs 
since logical errors may be revealed [25]. This is also 
the view of Dwan that due to the openness of OSS 
code, it is easier to find and correct errors in OSS 
than in CSS [10]. This is also pointed out by 
Hoepman that more and faster patches are found in 
OSS whereas patches are not released as fast in CSS, 
thereby increasing the risk of using the system 
securely [25]. 

OSS users have the freedom to validate and test 
the code in order to ascertain its quality and security, 
therefore OSS initial coding tends to have higher 
quality and security than CSS [34]. However, Daniel 
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argues that CSS is perceived to be more secure than 
OSS because it is developed in a controlled 
environment by a dedicated team of developers with a 
common direction [8].  

The view of Hansen is that CSS can be as secure 
as OSS because the security of software is dependent 
on the user and not on its openness or closedness 
[20]. The severity of vulnerabilities found between 
OSS and CSS are similar as pointed [47]. While our 
view is that OSS is more secure than CSS, there are, 
however, security challenges that have to be 
overcome when migrating from a closed system to an 
open system [17]. 
 

10. Security Challenges during Migration 

to OSS 
 

A list of items that can be migrated is presented 

by Geetha and these are: (a) Language or code 

migrations, (b) Operating system migrations, (c) 

Data migrations, (d) User Interface migrations and 

(e) Architecture migrations [17]. He points out that 

the challenges to migration from Legacy systems to 

OSS include: (i) Qualification and selection of OSS, 

(ii) Human factors such as: Fear of the new software; 

Knowledge is power; Cost of training personnel for 

the new tools; reduced productivity of the personnel 

and (iii) Technical challenges. The technical 

challenges include: Usability; Software Development 

Service and support; Security; Data migration; and 

OSS Code Maintenance and Management [11]. 

According to Geetha and ElHag, the security 

challenges during migration to OSS are: (a) 

Detecting security risks, bugs, and errors, (b) 

Eliminating the bugs and errors and (c) Obtaining 

metrics for measuring software security for real-time 

and mission critical software [11] [17].  

 

11. A Model for Addressing the Security 

Challenges during Migration to OSS 
 

Summative content analysis was used as the 

research method to explore the model for addressing 

the security challenges during migration to OSS. 

During summative content analysis, the keywords 

(derived from review of literature) are identified 

before and during data analysis [26]. Keywords are 

extracted from the literature and mostly from the two 

articles written by Anner and Ajigini [1] [3]. An 

open source assessment framework and a threat 

modelling methodology, pioneered by Microsoft 

since 1999 have been highlighted, this is then 

proposed by Anner to overcome the security 

challenges of OSS [3] [53]. The aim is to reduce the 

risks to confidentiality, integrity and availability and 

to identify and reduce threats, vulnerabilities and 

risks to an acceptable level. They mention that 

alternative methods to reduce risks include: (a) Code 

auditing (b) Penetration testing, and (c) Using 

Statistical analysis tools. 

As per Anner, the threat modelling process 

consists of four stages, viz: (i) Application 

Analysis/Diagramming (ii) Threat Enumeration, (iii) 

Threat Rating, and (iv) Mitigation Options [3]. They 

point out that the threat modeling approach with 

slight modifications can assist with the identification 

of security vulnerabilities, as well as investigating 

coding issues and implementation mistakes. 

A Rudimentary Management Framework to 

protect sensitive information during the migration to 

an open source system is suggested [1]. The model 

we propose in this section for addressing the security 

challenges discussed in this paper in migrating to 

OSS, is based in part on the threat-modeling 

framework in Anner and the sensitive information 

migration framework [1] [3]. 

Our model is illustrated in Fig. 1 and is discussed 

below: 

During the Application Analysis/Diagramming 

phase (A), the applications are analyzed from a flow 

of data perspective. All the aspects that make up the 

applications are catalogued and the relationships 

between the assets in terms of data exchange are 

identified through a UML Class-oriented structure. 

The Threat Enumeration phase (B) consists of 

analyzing each element in the Class-oriented UML 

against a list of potential threats depending on the 

element type using the STRIDE Taxonomy [28]. 

STRIDE is used as a classification schema to 

characterize known threats in accordance to the 

attacker motivation. 

The risk levels for each of the enumerated threats 

are determined and ratings of all threats are 

established during the Threat Rating phase (C). 

 

 

Figure 1. Modelling security challenges during 

OSS migration 
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During the Mitigation Options phase (D), all 

functionality and patching are removed and other 

security controls are added and redesigned. 

The business rules and the data classification 

system are used to classify migrated data during the 

Data Categorisation phase (E). 

Data protection tools and Privacy enhanced 

technologies are used to encrypt the data during the 

Data Encryption phase (F). 

The encrypted data is now migrated during the 

Data Migration phase (G). 

Implementing the Proposed Model 

The following processes are proposed to 

implement the model in Figure 1: 

Phase A: Application Analysis/Diagramming Phase – 

a) Identify security objectives – user identity 

protection, privacy and regulation, 

availability guarantees of applications. 

b) Catalogue all the applications. 

c) Analyse all the application designs and 

architectures to identify the components 

using Data Flows. 

d) Identify UML component diagrams. 

e) Identify the relationships between the assets 

using data exchange by using Class-oriented 

UML structures. 

 

Phase B: Threat Enumeration Phase – 

a) Analyse each element in the Class-oriented 

UML diagram against potential threats by 

using the STRIDE Taxonomy. 

b) Analyse data movement across trust 

boundaries (e.g. from Internet to Web tier). 

c) Identify the features and modules with a 

security impact that need to be evaluated. 

d) Investigate how data enters modules, how 

modules validate and process the data, 

where the data flows to, how the data is 

stored and what fundamental decisions and 

assumptions are made by the modules. 

Phase C: Threat Rating Phase – 

a) Identify threats using Bugtraq tools and 

techniques. Bugtraq is a mailing list 

containing information on how to exploit 

and use intrusion detection systems 

vulnerabilities in defending networks. 

b) Determine the risk levels of each threat. 

c) Establish the ratings of all the threats. 

d) Use either a threat graph or a structured list 

to write out the threats. 

Phase D: Migrations Options Phase – 

a) Remove the functionality and patching. 

b) Add other security controls. 

c) Redesign other security controls. 

Phase E: Data Categorisation Phase – 

a) Develop business rules. 

b) Develop a Data classification system. 

c) Classify data based on business rules and the 

above data classification system. 

Phase F: Data Encryption Phase – 

a) Deploy Data Protection Tools. 

b) Deploy Privacy Enhancement Technologies. 

c) Use secure Tools to encrypt the data. 

Phase G: Data Migration Phase – 

a) Ensure that data to be migrated are 

encrypted by using verification techniques. 

b) Migrate the encrypted data. 

 

12. Conclusions 
 

In this paper we investigated the notions of closed 

source software (CSS) and open source software 

(OSS); the security issues and challenges of 

migrating from CSS to OSS were investigated, we 

discussed the respective advantages of each and 

considered comprehensively the security aspects 

underlying each approach to software development.  

A comparison of the benefits of OSS and closed 

source software by different authors was explored. 

The comparisons of the benefits of open source and 

closed source are slightly in favour of open source. 

Additionally, a comparison of OSS and CSS security 

was undertaken and our view is that OSS is more 

secure than CSS.  

Using summative content analysis, the challenges 

in migrating from a closed system to an open system 

were identified, and these, together with two 

frameworks – one for threat modelling and another 

for protecting sensitive information during system 

migration were used to propose a model for 

addressing the various security aspects in migrating 

from an open system to a closed one [1] [3]. Our 

model is based on a seven-phase process as 

presented in Figure 1. It is anticipated that this model 

may be useful as a basis for mitigating the security 

challenges in moving from a closed (CSS) to an open 

(OSS) system. 
 

13. Future Work 

Future work in this area may be pursued along a 

number of lines: The framework proposed for 

protecting sensitive information during system 

migration has to be further integrated with the 

security-protection model proposed in this paper [1]. 

In particular the classification of sensitive 

information in phase 5 – Data Categorisation has to 

be further developed. Having implemented our 
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model, we have to validate it in industry at 

companies that have migrated to OSS, as well as 

those who are yet to undertake such migration.  
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